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* Apex

e C/C++"

o CH#*

¢ CUDA

e Java™

¢ JavaScript™

o PHP™

e Python”

e NET Core
e ASP.NET

¢ Objective-C
e Go

e JSP

¢ Ruby”

o Swift™

e Fortran

* BAiCoverityfPoint and Scan R EIFEATEIN MK Coverity CLITNEEA X IBIELEEE -
* HAIRapid ScanB X IBELES  HHERARNLZZ RBETIFE -

BUENIaCTFa A RERE

NTPAN
A

e Terraform

¢ AWS CloudFormation
¢ Kubernetes

e Helm

e ELK

EinFaxi&

o WP ATEAWSEIGCP A IR F ARS8

ERER

¢ JSON

e YAML

HCL (Terraform)
e HTML

e XML

F3E4TCoverity Connect

o TIEBFEB AR - Docker ~ Kubernetes

SKRRIZRIE

CoverityA] A2 1B Z3E 705 _ERAREZR4E - B Java ~ JavaScript ~ CH#IUAKR EMFEL

e Scala

e VB.NET

¢ iOS

¢ Android

e TypeScript?
e Kotlin

e plist

e TOML

* Properties

* Vue template
e JSX

e TSX

SEE - Coverity A IEEBHERRBTA

£ ABAWSHRFF(EC2 + S3 » DynamoDB ~ IAM)AK Google Cloud Storage APIs (GCP)BE#IfIE % B A JavaScript AR T

APIZRIERZ ZH AR -

Java

¢ Android SDK

¢ Apache Shiro

o Axis

e DWR

* Enterprise Java Beans (EJBs)

o GWT

¢ Hibernate

¢ iBatis

e Java Frameworks

* Java Persistence API (JPA)

e Javax.websocket

e JAX RS

o JAX WS

e JEE

¢ JSF/Facelets

e JSP A JSP Standard Tag Library
(JSTL)

¢ ReactiveX (RxJava, Reactor)
¢ Restlet

e Spring Boot

e Spring Framework

e Struts

e Terasoluna

e Tiles

e Vert.x

¢ WS XML-RPC

CH

¢ ASP.NET Core MVC/ASP.NET MVC
¢ ASP.NET Core Web API

e ASP.NET ASMX Web Services

e ASP.NET Web Forms

e |dentity Server

e MassTransit

e Razor templates

* WCF Services

JavaScript/TypeScript

Client-side

e Angular

e Angular JS

e Apache Cordova
¢ Backbone

e Bootstrap

e Ember

e HTML5 DOM APIs/Ajax
¢ jQuery

o Mithril

¢ React/ Preact

e Socket.|O

* Swig

e Vue
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BRI

e Angular server—side rendering
(Express LA Hapi engines)
Express

Fastify

Hapi

Koa

Mean.io

Node

Passport

React server—side rendering (Next.

js)

Restify

SAP XS Classic and Advanced
Socket.IO

Vue server—side rendering

1EIR5 12

Consolidate

doT.js

EJS

Handlebars

Hogan

Jade

koa-views

Lodash (templating)
Marko

Mustache

Nunjucks

Pug

Swig

Twig

Underscore (templating)
Vision

FTEERNE

Axios

Google Cloud APIs (Storage)
Mongoose / MongoDB
Request

Sequelize

Sqlx

Swashbuckle

Underscore / Lodash

GO

Echo

PHP

Symfony

Python

Flask
Django

Ruby

Ruby on Rails

Rapid Scan laCZ24%
e Android

e Apache Cordova

¢ Apache Kafka

* Apache Struts

* Apache Zookeeper

e Apollo GraphQL

e AWS Cloudformation

e Consul

* Express

¢ Grails® framework

e GraphQL

e |stio

e Jakarta Server Faces

» Java/Jakarta EE

e Kubernetes

* mybatis

e NodedS

e OpenAPI

e Postman

¢ RabbitMQ

¢ React

e Socket.|IO

e Spring

e Terraform

e Vue,j

TENES
e Windows

e Linux

e Mac OS X

e Solaris

o AIX

e NetBSD

e FreeBSD

SDLCIRERSINAE

SCM

e AccuRev

* Apache Subversion (SVN)
e CVS

e Git

¢ Mercurial (Hg)

e Perforce Helix

e Team Foundation Server SCM

B4IDES

¢ |BM Rational Team Concert
¢ QNX Momentics

¢ Wind River Workbench

CliEE a1 AkRes"
e Jenkins
e Azure DevOps Server

Code SightZ1E8JIDEs"
* Visual Studio for VB.NET, C#, C/
C++, JavaScript, PHP, Python, Ruby,
TypeScript

* Visual Studio Code for C# (NET
Core), C/C++, Java, JavaScript, PHP,
Python, Ruby, TypeScript

* Visual Studio Code (Rapid Scan) for
Java, JavaScript, and TypeScript

 Eclipse for Java, JavaScript, C/C++,
PHP, Python, Ruby, TypeScript

¢ IntelliJ for Java, JavaScript, PHP,
Python, Ruby, TypeScript

¢ WebStorm for JavaScript, TypeScript

e PyCharm for Python

e PhpStorm for PHP

¢ RubyMine for Ruby

FEIREIE it
e Jira
e Bugzilla

X ENRERS
* Analog Devices Blackfin
¢ Analog Devices SHARC
* Analog Devices TigerSHARC
¢ ARM C/C++
e Borland C++
e CEVA BXx
e CEVA XC16
e CEVA-X2
e CEVA-XC4500
e Clang
e Cosmic C
¢ Freescale CodeWarrior
¢ GNU GCC/G++
e GHS PowerPC on Windows
e Green Hills C/C++/EC++
e HI-TECH PICC
* IAR C/C++
e IBM AIX
e IBM XLC
e Intel C++ for Windows
e JDK for Mac OS X
e Keil compilers
¢ Marvell MSA
¢ MPLAB XC8
* Nvidia CUDA Compiler (NVCC)
e OpendDK
¢ QNX C/C++
¢ Renesas C/C++
* SNC C/C++
e SNC GNU C/C++
e SONY PS4 SDK
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» STMicroelectronics GNU C/C++

» STMicroelectronics ST Micro C/
C++

* Sun (Oracle) CC

¢ Sun/Oracle JDK

* Synopsys MetaWare C and C++

* Tasking for ARM Cortex and
TriCore

e Tl Code Composer

¢ Visual Studio
* Wind River C/C++
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e APl usage errors
e Best practice coding errors
e Buffer overflows
¢ Build system issues
e Class hierarchy inconsistencies
¢ Code maintainability issues
e Concurrent data access violations
e Control flow issues
* Cross-site request forgery (CSRF)
* Cross-site scripting (XSS)
e Deadlocks
e Error handling issues
¢ Hard—coded credentials
¢ Incorrect expression

Insecure data handling
Integer handling issues
Integer overflows
Memory—corruptions
Memory—illegal accesses
Null pointer dereferences
Path manipulation
Performance inefficiencies
Program hangs

Race conditions

Resource leaks

Rule violations

Security best practices violations
Security misconfigurations
SQL injection

Uninitialized members

https://dev.sig-docs.synopsys.com/codesight/topics/support_matrix/r_code_sight
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